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Abstract

The incorporation of fault tolerance techniques into
robot systems improves the reliability, but also in-
creases the hardware and computational requirements
m the overall system. It s not always clear how
to evaluate the merit, or ‘effectiveness’ of differ-
ent fault tolerance approaches for a given applica-
tion. In this paper, we present a new set of perfor-
mance criteria designed to measure and compare the
effectiveness of robot fault tolerance strategies. The
measures, which are designed to evaluate fault tol-
erance/performance/cost tradeoffs, can also be used
to evaluate pure performance or pure fault tolerance
strategies. We show their usefulness using a variety
of proposed fault tolerance approaches in the literature,
focusing on multiprocessor control architectures.

1 Introduction

The first robots were used to perform simple repet-
itive tasks in static environments, such as assembly
line work in a large, unobstructed area. Control and
safety requirements in these cases were relatively sim-
ple, repair straightforward, and fault tolerance was not
a major consideration. However, robots are now being
considered for use in many new arenas, such as medical
applications, handling of hazardous waste, and uses in
space. Fault tolerance is highly desirable in these en-
vironments because the results of system failures may
be very dangerous and unrecoverable.

To provide an effective fault tolerant robotic sys-
tem, every key subsystem must be capable of endur-
ing some amount of failure. In the past few years,
this issue has motivated significant work in the area
of robot fault tolerance [16]. Researchers have consid-
ered the use of redundancy and safety checks, at the
joint [8, 11] and actuator [12] levels, and also in the
software [19] and control architecture [6, 13, 14]. Ad-
ditional work has considered fault detection [17, 20]
and error recovery [4].

This research has produced a series of potentially
valuable techniques and architectures for robot fault
tolerance. However, relatively few of these new tech-
niques have found their way into actual applications.
This is in part due to the lack of an accepted met-

ric which can evaluate the benefits of adopting new
robot fault tolerance methods relative to their cost of
adoption. The inclusion of fault tolerance and safety
features in robot designs typically incurs extra cost,
and can decrease system performance.

As an example, the incorporation of kinematic re-
dundancy in a design allows some tolerance of joint
failures (assuming the failed joints can be locked) [8].
If there are sufficient degrees of freedom remaining,
the manipulator plan can be reconfigured to continue
the task with the remaining joints. However, the extra
joints add weight, cost, and complexity to the design.
There is a trade-off between fault tolerance and the
costs incurred in incorporating it. Performance mea-
sures which reflect and quantify this trade-off would
be valuable in deciding whether to incorporate new
fault tolerance strategies.

Another issue arises when attempting to compare
fault tolerant designs. It is not always obvious which
design is best when fault tolerance and performance
are considered. For example, processor architectures
are often compared in terms of performance (execu-
tion time). Consider one architecture designed to tol-
erate multiple sensor and processor failures and an-
other architecture that cannot survive after one fail-
ure of any type, with the same controller execution
time. Based on performance alone the two systems
would be considered equivalent simply because their
controller speeds are the same. On the other hand,
fault tolerant systems may be described in terms of
the number of failures tolerated. However, two ar-
chitectures, capable of tolerating the same number of
failures (equal fault tolerance levels), but operating
at different speeds should be differentiated. For these
reasons, a means of comparison that considers both
performance and fault tolerance should be used.

In this paper we present a new metric, which we
term an effectiveness measure, designed to address
some of these issues. The synthesis of performance
measures for robotics is not new (see for example
[3] for a good list of criteria). However, we believe
that the measure described here is the first meaning-
ful measure for fault tolerance/performance trade-offs
proposed for robotics, although similar measures have
been advocated and adopted in other areas [18]. The
effectiveness measure, introduced in the following sec-



tion, combines two sub-measures for fault tolerance
and cost/performance, the selection of which are dis-
cussed in Sections 2.1 and 2.2, respectively. Each of
these sub-measures can be used independently to an-
alyze pure fault tolerance or pure cost/performance.
We illustrate the utility of the proposed measure in
Section 3 using several examples, concentrating on a
fault tolerant multiprocessor control architecture.

2 Effectiveness Measure

The metric presented below offers a method for
rating fault tolerant architectures that also considers
their performance and cost levels. The effectiveness is
calculated as:

eff = ki(f)? + ka(p)® (1)

where:
eff is the effectiveness rating,
f  1s the fault tolerance rating,
p  is the performance/cost rating, and
k1, ko are constants reflecting relative importance.

In defining the measure (1), it was desired to uti-
lize as simple a form as possible while reflecting the
physical characteristics of fault tolerance/performance
trade-offs. Some robot tasks may require higher lev-
els of fault tolerance than others, just as some may
have greater performance requirements. Thus the ef-
fectiveness measure linearly trades off terms based on
sub-performance measures for fault tolerance (f) and
performance/cost (p). The fault tolerance rating is
a function of the amount of redundancy incorporated
(for e.g., the number of extra links for the robot and/or
processors for the controller), and could include the
reliability of the individual components of the robotic
system. The performance/cost rating is further dis-
cussed in Section 2.2.

The terms, f2 and p?, are assigned non-negative
integer constant coefficients, k; and ks, that indicate
their relative importance. The range for each constant
is [0, 10], and their sum is constrained to be 10. For a
situation in which fault tolerance is the only concern,
this measure can still be used by setting k& = 10 and
ko = 0. Likewise, if the system has no fault tolerance,
the effectiveness measure rates performance/cost only.
From (1), the range of the overall effectiveness value
15 0.0 — 10.0. Therefore, a total effectiveness rating of
5.0 or greater may be considered valuable based on a
study of many cases.

In synthesizing (1), we selected values for f and p
between 0.0 and 1.0 and considered eff = ki(f)” +
ko(p)™, with the value of n ranging 1 — 3. The values
of n greater than 1 produce a nonlinear but gradual
increase in the terms of the effectiveness rating for
lower values of f and p and greater differentiation for
higher values of f and p. Most of the ef f values cal-
culated for n = 1 were sensible, though some were

rather optimistic. On the other hand, some values
calculated using n = 2 were a bit conservative, while
most were also reasonable. Most values calculated for
n = 3 seemed to be too low. We chose to introduce
the squared values of f and p into (1) because it erred
on the conservative side.

The measure can be used to assess the effectiveness
of the robot system even in the presence of some fail-
ures. For example, for a fault tolerant multiprocessor,
we can measure ef f at any point, as follows:

o ¢f fmae = when all processors are available

e eff(_1) = after one processor has been removed

. eff_(max_l) = after all but one processor have

been lost (eff = k1(0) + k2(p)?)

Sections 3.3 and 3.4 contain examples to demonstrate
the usage of the effectiveness measure.

2.1 Fault Tolerance Rating

Detection of and recovery from component or sub-
system failure requires some form of redundancy in
general [9]. Redundancy in the software that per-
forms the control calculations allows detection of pro-
cessor failures through data comparisons, for example,
and provides recovery via continuation of another soft-
ware module. Hardware redundancy allows recovery
from subsystem failures by replacing a failed subsys-
tem with a functionally equivalent subsystem.

Systems that are tolerant of component failures are
sometimes described in terms of the number of failures
that can be tolerated. Therefore, this number must be
a part of the fault tolerance rating. We propose to use
the fraction of components that may fail rather than
the number (to keep the value of f within the 0 — 1.0
range). This way, a multiprocessor architecture that
can lose 4 of 5 processors has a slightly higher rating
than the architecture that can lose 3 of 4. Similarly,
a manipulator that can lose 3 of 6 joints (such as a
nonredundant manipulator engaged in a task where
only position, not orientation, of the end effector is
important) would have a higher fault tolerance rating
than one that could only lose 1 of 7 joints.

For a subsystem providing fault tolerance via re-
dundancy, the fault tolerance rating is:

fo= m/n (2)

where:
f 1s the fault tolerance rating,
n 18 the number of available subsystems, and
mis the number of subsystem failures tolerable

For most subsystems, m will usually be (n — 1) (pro-
cessors, sensors, actuators, for e.g.) because only one
component of the subsystem is needed to perform the



task. However, in some cases m will have some other
value because multiple components are required for
proper functionality (such as joints).

By this method, it would seem desirable to begin
with a large number of redundant components, regard-
less of how many are needed to meet performance re-
quirements. However, there is obviously a limit to the
amount of complexity that i1s desired. For examplein a
multiprocessor system, parallel execution requires syn-
chronization, and there 1s a point at which the addi-
tion of processors is detrimental to performance. This
value will vary for different architectures and tasks. In
Section 2.2, we discuss some of the issues involved in
selecting a performance/cost rating.

Note that the above expression for f assumes that
we are considering fault tolerance via redundancy of
one particular type of subsystem. In fact, the effec-
tiveness measure framework easily extends to handle
the analysis when several different redundant compo-
nents or safety checks are present in the robot system.
The extension to multiple subsystems, which uses the
technique of fault trees, is discussed in Section 4.

2.2 Performance/Cost Rating

The choice of an appropriate sub-measure p for
performance/cost is less straightforward than that for
fault tolerance. Different subsystems will have differ-
ent performance and cost considerations. Speed, or re-
sponse time, is a primary performance issue for many
subsystems. For sensors and actuators, accuracy is of
great importance; and flexibility (or rigidity) may be
a major concern for manipulator links. For some sys-
tems, financial cost of components will be high and
restrict the fault tolerance options. In other cases,
financial considerations will be less of an issue, and
size or weight may be the main factors influencing the
evaluation. A sample formulation for p is:

pr = (S+R+0C)/3 (3)
where:

p 1s the performance rating,

S is speed performance (including fault detection)
R is the recovery time rating, and
C' is the cost of incorporating fault tolerance

for the given subsystem. The terms contributing to
the performance/cost rating would be mapped to the
range [0, 1] in order to maintain the range requirement
for p and to reconcile the unit differences between the
terms. The choices for mapping would be determined
per application, as in the example in Section 3.3.
The fault detection and recovery times are impor-
tant because they contribute to the control loop exe-
cution time in fault tolerant systems (i.e. they affect
the granularity of control). These times may vary with
the number of redundant components and the method
of fault detection used. Since fault detection meth-
ods are executed in each loop of the control cycle, the

bl

fault detection time is always a part of the loop ex-
ecution time. Therefore, it i1s included in the speed
performance term. Recovery time, however, 1s only a
factor when a failure has been detected. Furthermore,
the recovery time may vary as more components of a
subsystem are lost. Detection and recovery times are
both applicable to any subsystem (sensors, processors,
etc. ). However, regardless of where the failure occurs,
it is the control loop execution time that is affected.
Therefore, we only include the rating R when deal-
ing with the controller subsystem. Since the recovery
time negatively affects performance, a function should
be chosen that decreases the value of R as the recov-
ery time increases. An exponential function could be
chosen to give the desired result:

R _ e—lOtT

where t, 1s the recovery time from a detected failure.

The only requirement for use of the effectiveness
measure 1s that a measure be defined for p that takes
real values in the range [0, 1]. Here, designs whose per-
formance/cost is unacceptable should rate a value of 0,
with increasingly better designs rating monotonically
higher scores towards 1. We anticipate that such per-
formance sub-measures should arise naturally for each
application. Indeed, we believe that it is preferable
for engineers familiar with each individual application
to define their own particular performance/cost mea-
sure. Our effectiveness measure is designed to provide
a framework within which to evaluate various (robot-
dependent) fault tolerance options in the context of
specific application-dependent measures for p. In the
next section, a specific performance metric p (related
to controller execution time) is given for the case of a
multiprocessor control architecture.

3 Example: Fault Tolerant Multipro-
cessor Control

To demonstrate the features and potential of the
effectiveness measure, we return to the example of a
multiprocessor control architecture. This type of sys-
tem features fault tolerant capabilities via component
(processor) redundancy, a clearly defined performance
goal (maximum sampling rate), and serves as a good
example for fault tolerance/performance investigation.

Different processor configurations provide varied
choices for hardware fault tolerance. “Time redun-
dancy” involves reconfiguration of existing units fol-
lowing processor failure [2]. The tasks of the failed
processor are executed on one of the remaining pro-
cessors. Including spare processors is an alternative
to time redundancy. These processors would not be
included in the working set of processors unless a fail-
ure occurs. The advantage of this method is that the
number of processors performing the task does not de-
crease as long as spare processors are available.

Similar to the options for hardware fault tolerance,



there are varying levels of software fault tolerance. To
provide the highest level of fault tolerance, each pro-
cessor in an architecture conceptually executes the en-
tire control algorithm. With complete redundancy in
the algorithm, data can be compared after every in-
struction, if chosen, to detect failures. More frequent
comparisons allow early failure detection, but also re-
duce performance. Fewer comparisons allow faster
program execution at the possible cost of not detect-
ing a failure as promptly. When fewer comparisons
are made, less software redundancy is required. Thus,
in this lower level of fault tolerance each processor can
execute a different portion of the entire program, al-
lowing the program to be completed more quickly.

The recovery time for the different levels of soft-
ware fault tolerance will vary. Since each processor is
already executing much of the control program for the
architecture with a high fault tolerance level, reconfig-
uration will simply entail getting correct results from
a working processor. However, when each processor
is only executing a relatively small portion of the to-
tal algorithm, reconfiguration may require redoing the
work of the failed processor on a neighbor. Thus, the
recovery time for a controller with a high fault tol-
erance level should be shorter than it would be for a
controller with a lower fault tolerance level.

The time required for reconfiguration for the differ-
ent approaches to hardware fault tolerance will also
vary. In the case of time redundancy, the recovery time
is dependent upon the software configuration. If each
processor has the entire program loaded, then a work-
ing processor simply performs the tasks that would
have been done by the failed processor. If this is not
the case, then the program of the failed processor must
be loaded onto a working processor. When spare pro-
cessors are available, the code may have to be loaded
onto a spare processor; or the program may have al-
ready been running on the extra processor, though it
was not being used. Whatever the architecture, the
recovery time should be minimized so that the control
output is delayed as little as possible.

3.1 Fault Tolerance Rating

We consider a time redundant architecture with
varying degrees of software fault tolerance in our anal-
ysis. Assuming one processor is capable of performing
the task, the fraction of potential failures is always
(n —1)/n, where n is the number of processors avail-
able when execution begins. (The case where more
than one working processor is required to maintain a
satisfactory sampling rate is addressed within the per-
formance rating). If one processor performs the task
too slowly to maintain control, the performance rating
will be appropriately affected.

3.2 Performance Rating

A candidate performance rating is shown in Fig-
ure 1. This performance rating is a function of the

control sampling frequency. For this case, we used

Figure 1: Map of performance rating

timing data for the PUMA robot simulation that is
discussed in Section 3.3. We chose to give the unipro-
cessor controller in our example a performance rat-
ing close to 0.25. Correspondingly, a 40 Hz sampling
rate is rated 0.5, and sampling rates greater than or
equal to 80 Hz are rated 1.0 (completely satisfactory).
However, this choice will vary in practice for differ-
ent applications, and the choice here is made for the
purposes of illustration.

In certain environments, it is important to maintain
a fine granularity of control (high sampling rate) of
the robot. To do this, the control loop execution time
must be minimal. This addresses the question “Why
would an architecture with a maximum of 8 proces-
sors only be able to tolerate 4 failures?” Though one
processor can always perform the task, it may not be
able to complete the control loop quickly enough to
keep the robot sufficiently close to the desired path.
The controller frequency should be mapped to perfor-
mance values so that loop execution times that are too
slow result in low performance ratings.

3.3 Numerical Example

We now give a numerical example of the use of
our effectiveness measure for evaluating multiproces-
sor control architectures. In previous work [6], we
demonstrated the tradeoff in performance between
parallel robot control code with no processor fault tol-
erance and parallel code incorporating various levels
of processor fault tolerance. We first developed a se-
rial control program as a benchmark for analysis of
three approaches to parallel robot control for a PUMA
robot.

The first parallel controller that we developed had
no processor fault tolerance. This controller provided
maximum speedup (given the algorithm used) because
there was no software redundancy incorporated. We
chose to use 10 processors to achieve a speedup of
about 421% over the serial version.

Our second parallel controller used six processors
(one per joint) and incorporated total software redun-
dancy. Each processor executed the exact same algo-
rithm in parallel and compared results of some compu-
tations at synchronization points. This program dra-



matically exposed the time overhead of adding proces-
sor fault tolerance.

Finally, to demonstrate controller speedup and pro-
cessor fault tolerance in cooperation, a third version
was developed that can be considered a fault tolerant
version of the first parallel approach. In this version,
each processor was given a subset of the control equa-
tions, as in the first parallel program. However, some
computation was performed on every processor and
the result compared at chosen synchronization points.
With fewer failure detection points, a failure may not
be detected as quickly. Therefore, more work may
have to be repeated by a working processor following
failure detection. Thus, this controller offers improved
performance over the second approach, at the expense
of a lower level of fault tolerance.

Using these programs to demonstrate our effective-
ness measure yields the results shown in Table 1. For
these examples:

f = (n=1)/n
_ 1/(80t) if ¢ > 12.5ms
po= 1.0 ift < 12.5ms

where ¢ is the controller cycle time. Recall that the
performance rating is maximum (1.0) for cycle times
less than 12.5ms. We do not include a measure of the
recovery time R because the recovery time was not
measured in [6].

3.4 Related Examples

In this section, we use our effectiveness measure
to rate various robot control architecture examples
from the literature (Table 2). The architectures cho-
sen range from a uniprocessor system [5] to multipro-
cessors [1, 7, 10, 21]. All simulate control of a PUMA
manipulator using Newton-Euler inverse dynamics.

The multiprocessor architectures described in these
papers do not directly address fault tolerance. How-
ever, disregarding speed requirements, any task exe-
cuted on multiple processors can be implemented on
a single processor. Therefore, for our comparisons,
we assign an importance of one (k1 = 1) to the fault
tolerance ratings. For consistency, we assign an im-
portance of one to the fault tolerance rating for the
uniprocessor case as well. Some multiprocessor ar-
chitectures utilize a system supervisor, or scheduler,
or some other single point of failure. We only con-
sider the redundant processing units for determining
the fault tolerance rating. The number of processors
used is indicated in parentheses in the table. Since
no recovery times are available for these examples, we
neglect that value. The performance rating will be
mapped to a frequency range as it was in our previous
example. The saturation frequency for these examples
1s taken to be 4 kHz. Thus, for these examples:

[ o= (m-1)/n

1.0 if ¢ < 0.25bms
p = 1/(3950¢) — 0.013 if 20ms> ¢ > 0.25ms
0.0 if t > 20ms

yielding the results shown in Table 2 for the first case
(when no failures have occurred).

4 Discussion

In the discussion thus far, we have considered an
effectiveness measure for specific subsystems of the
overall robot system (the controller, joint construc-
tion, etc.). For these subsystems, individual fault
tolerance sub-measures can be defined in a relatively
straightforward fashion. However, in operational sys-
tems designed for fault tolerance, there will be numer-
ous robot subsystems with redundant or safety sys-
tems. We would of course like to reflect the benefits
(and costs) of each of these fault tolerance options in
our overall effectiveness measure.

In fact, there is a natural and straightforward way
to combine these sub-measures which builds on es-
tablished techniques already in use for robot fault
tolerance analysis. We can use the well-understood
technique of fault tree analysis [15], which graphically
combines the logical effect of faults in subsystems and
delineates their effect on the overall system [16].

We utilize fault trees in two ways to analyze the
fault tolerance of an architecture. The first approach
considers each level of the tree separately, then com-
bines the ratings as described below. The second
method, which 1s discussed later, takes the component
reliabilities into account. The difference between the
two techniques is that the first is concerned with the
amount and location of functional redundancy exist-
ing in the robot system, while the second uses cut sets
to determine the probability of system failure (and no
failure) occurring.

The logic in fault trees is typically displayed us-
ing AND and OR gates. We consider each in turn in
the following, where we assume a fault tree has been
constructed for the robot of interest. For subsystems
combined via an AND gate, there is a degree of fault
tolerance since all the subsystems must fail to pass a
failure to the next level. The subsystems are basically
providing redundancy, either through direct duplica-
tion of components (such as processors), or through
functionally redundant components (such as having
an encoder and resolver on the same joint). For the
logic of AND gates, the method introduced in the pre-
vious sections (equation 2) can be applied to find a
single fault tolerance sub-measure f; (the AND gate
represents the fact that there are backup systems).

The inputs to OR gates represent different func-
tional parts of the robot system. At these gates, failure
of any input subsystem propagates to the next level
of the tree. There is no redundancy to protect from
the failure. Thus the next (higher) level is dependent
on any fault tolerance built into the subsystems enter-



Num. Exec.

Failed | time(ms) | k1 | ka2 I p eff
Serial 42.83 0 |10 0 0.292 | 0.85
Parallel -
no fault tol. 8.21 0 |10 0 1.00 | 10.0
Paralle] - 0 50.00 9 1 5/6 | 0.250 | 6.31
high fault tol. 1 50.83 9 1 4/5 | 0.246 | 5.82
Parallel - 0 12.29 5 5 19/10 | 1.00 | 9.05
lower 1 12.43 515 ] 8/9 | 1.00 | 895
fault tol. 2 13.91 5 5 7/8 | 0.899 | 7.87

Table 1: Effectiveness measure for our previous work

Exec.

time(ms) | k1 | ko I p eff
Drake/Hsia (1) 0.256 119 0 0.976 | 8.573
Hashimoto et. al. (8) 0.8% 119 7/8 | 0.304 | 1.596
Hashimoto et. al. (4) 1.4% 119 3/4 | 0.168 | 0.817
Zalzala/Morris (37) 0.255 119 |36/37 | 0.980 | 9.593
Zalzala/Morris (4) 2.46 119 3/4 1 0.090 | 0.636
Nigam/Lee (6) 0.6 119 5/6 | 0.409 | 2.202
Ahmad/Li (6) 1.213 119 5/6 1 0.196 | 1.040

Table 2: Effectiveness measure examples (* estimates)

ing into the OR gate, and measured by the individual
fi’s of the subsystems below. Therefore these f;’s be-
low must be combined to analyze the fault tolerance
capability of the higher level (output of the OR gate).

The top event of the fault tree for one subsystem
may be a primary event (bottom level) for another
fault tree. By breaking the fault tree for the over-
all robot system into the component subsystem fault
trees, we can analyze each of the sub-trees individu-
ally. Since the final fault tolerance rating is also re-
quired to be within the range [0, 1], each subsystem
rating is multiplied by a constant fraction. The value
of the constant is determined by the level of the sub-
system in the overall fault tree, such as ¢™*, where §
is the level of the subsystem in the overall tree. For
example, the ratings of the actuator and sensor sub-
systems might be multiplied by 273, while the rating
of the joint subsystem (at the next higher level) is mul-
tiplied by 272, Then the final fault tolerance rating
for the entire robot system is calculated as the sum of
the ratings for the subsystems, multiplied by 271,

As an example, consider a robot joint module with
a single actuator and dual (identical) redundant sen-
sors, as shown in Figure 2. The joint is said to have
failed for this simple model if either the actuator or
the sensor systems are inoperative. Thus ‘joint fail-
ure’ would be the output of an OR gate in a fault
tree for this joint, with the inputs to the OR gate be-
ing ‘actuator failure’ and ‘sensor failure’. Since there
are redundant sensors, there 1s sensor fault tolerance

Figure 2: Robot joint with redundant sensors

which, using the approach detailed in Section 2, would
be rated 1/2 (because one of the two sensors could fail
and the unit continue). Since there is no actuator fault
tolerance, the sub-measure f, for the actuator system
would be 0. Moving up to the next level (Joint Fail-
ure), the fault tolerance rating for the entire subsys-
tem would be f = 27%(0 + 1/2) for the choice ¢ = 2.
Assuming that the fault tree in Figure 2 is a sub-tree
of a larger fault tree, ¢ might be 2 or greater for the
joint level. In the case of a subsystem that has both



Figure 3: Joint with redundant sensors and actuators

actuator and sensor redundancy, as shown in Figure 3,
the fault tolerance rating at the joint level would be
fF=27(1/241/2) for e = 2.

In the above fashion, the fault tolerance sub-
measures for individual subsystems can be analytically
combined to achieve an overall fault tolerance measure
for the complete system. The structure of the robot
system 1s 1implicitly included in this analysis via the
use of fault trees, which have already been used for
robot reliability analysis [16].

The second approach to achieving a fault tolerance
measure that was mentioned previously is to use the
well-established theory of cut sets with component
failure probabilities [15]. Basic events (primary fail-
ures) are those that are at the bottom level of the
fault tree - not the result of other failures modeled in
the tree. A cut set is a set of basic events that will
cause the top event in the fault tree to occur.

We can use the relative importance of cut sets and
those events which do not cause top event failure to de-
rive a measure for fault tolerance as follows. First, all
possible event combinations are determined, and the
cut sets are separated from the sets that do not cause
the top event to occur. Summing the probabilities of
those sets that are not cut sets gives a probability that
the subsystem failures will not occur — a fault toler-
ance measure that uses the reliability figures for the
individual components.

For instance, using the example shown in Figure 2,
let the actuator failure event be represented by A’
and the sensor failure events be "B’ and ’C’, respec-
tively. The cut sets are: A, AB, AC, BC, ABC. The
sets B and C do not result in joint failure, nor does
the empty set. Using data for electric motors and
optical encoders from the Nonelectronic Parts relia-
bility data (NPRD-95) and based on 1000 hours of
operation, the probabilities for the basic events are
p(A) = 0.00924, p(B) = p(C) = 0.0155. From these

values, we can determine the probability of each set

occurring, as shown in the table below. The sum of

set probability

O | Pr{A}Pr{B}Pr{C} = 0.96028
B | Pr{A}Pr{B}Pr{C} = 0.01512
C | Pr{AYPr{B}Pr{C} = 0.01512
A | Pr{A}YPr{B}Pr{C} = 0.00896
AB | Pr{A}Pr{B}Pr{C} = 0.00014
AC | Pr{A}Pr{B}Pr{C} = 0.00014
BC | Pr{A}Pr{B}Pr{C} = 0.00024
ABC | Pr{A}yPr{B}Pr{C} = 0.00000

Table 3: Probability analysis

the probabilities of the first three sets (those that do
not cause joint failure) is the fault tolerance rating.
For the example in Figure 2, the rating is 0.99052. In
comparison, the fault tolerance rating for the example
of Figure 3 is 0.99967.

The two methods presented for determining the
fault tolerance rating of a system are complementary.
The first method examines the structure of the sys-
tem (amount and location of fault tolerance), while
the latter looks at the reliability of the components
used. This second method can be used to differentiate
between systems with the same design but different
component reliabilities.

5 Conclusions

As robots are chosen to perform more complicated,
remote, and dangerous tasks, performance and fault
tolerance issues take on increased importance. The
effectiveness metric presented in this paper combines
performance/cost and fault tolerance ratings in cho-
sen proportions in order to rank fault tolerant robot
systems in a task-oriented manner. This approach can
also be used to effectively rate architectures where no
fault tolerance is incorporated.

The goal of the effectiveness metric is to provide
a forum for comparing systems with varying architec-
tural designs. Therefore, we do not wish to limit our
scope to pipelined architectures or small-grain paral-
lelism only, for example. Other works have discussed
various choices for parallel kinematics and dynamics
algorithms. Architectural “superiority” would be re-
flected in the performance rating and perhaps the fault
tolerance rating.

The effectiveness measure could be very useful
in helping to advance fault tolerance techniques in
robotics, in that it provides a way to quantify the ben-
efits of adding fault tolerance options to robots. It has
the feature that an analyst can (by specifying k1 and



ko in (1)) tune the measure to reflect the degree of im-
portance of fault tolerance versus performance/cost.
In addition, if an engineer or system designer has spe-
cific measures for performance or cost, these can be
used (as p) within the effectiveness measure frame-
work proposed in this paper to reflect the particular
concerns of the application of interest.

To date no method of analysis exists that explicitly
considers the fault tolerance/performance trade-offs
for robotic systems. Any comparisons of fault toler-
ant robot systems must be somewhat subjective. Our
approach removes some of the subjectivity by offer-
ing a method for rating both the fault tolerance and
the performance of systems individually, then com-
bining those ratings in a uniform manner. Since the
sub-measures are combined in the same way for all
systems being analyzed, the resulting values can be
compared.
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