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Abstract

This paper describes the adaptive component migration
facility in the Bifrost Location-1ndependent Computing Sys-
tem. We present a facility that allows mobile clients to se-
lectively invoke application component functionality locally
or remotely in order to improve user response time. The
Bifrost runtime system uses a decision-making process that
takes into account a variety of issues affecting the migra-
tion decision, including client and server resources, com-
ponent size, the size of the data associated with the compo-
nent, and network characteristics. WWe present a detailed de-
sign of this system, while examining the options of function
call re-direction and APl wrappers as a meansto extend the
semantics of the underlying remote execution technology
(DCOM). The adaptive functionality provided by Bifrost re-
sulted in a minimum 29% reduction in response time experi-
enced by the client over a default DCOM-based implemen-
tation for mobile client devices.

1. Introduction

Data, applications, and devices present in current per-
sonal computing environments are fragmented into a com-
plex and hard-to-manage collection of information tools.
The variety of information representations used by these
tools further hinders their effective inter-operation. The
ability to incorporate higher computational power and high-
quality, widely-connected communication into virtually any
device offers the promise of a new generation of personal
computing devices that can be easily personalized to adapt
to individual needs of users. In order to ensure effective
use of this proliferation of technology, the Bifrost Location-
Independent Computing System seeks to provide an intu-
itive environment for users to access data and application
functionality in a world that is almost-always connected.

Bifrost distinguishes itself from related research by
merging the way in which applications and data are man-
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aged in a mobile system. Bifrost implements a new
method for delivering application functionality to re-
mote clients in the form of application templates that
allow the necessary functionality to be “paged in” to a mo-
bile client as necessary, based on adaptive runtime deci-
sions. We use the concept of affinity to enable application
and data management. Affinity represents the strength of at-
traction a particular application component or piece of data
has for a device, user, or location. In this way, the Bifrost
runtime system connects related data, people, and appli-
cations in order to facilitate the efficient movement of
data in a resource-constrained mobile system. The con-
cept of affinity-directed mobility allows the development of
mechanisms and algorithms that Bifrost employs to adap-
tively decide where and when to move data. Finally, each
Bifrost user is represented by an opaque object in the sys-
tem known as a persona. This persona has an associ-
ated personal information region (PIR) that contains all
data with affinity values and application usage characteris-
tics for an individual or group persona. This paper focuses
on the issues associated with application and data manage-
ment in Bifrost.

Application Mobility

Mobile devices are currently constrained by fair-to-poor
network connectivity and resource limitations such as disk
space, memory, and processor speed. This results in the de-
velopment and deployment of stripped-down applications
on personal communication devices such as PDAs, accom-
panied by a loss of application functionality over their full-
fledged desktop counterparts. Bifrost attempts to provide
application management and full-application functionality
in the face of these device constraints. We assume network
connectivity in a similar form to that of 802.11 in a cen-
tralized/adhoc mode, or easy access to service providers
through a wired medium. Other forms of connectivity (e.g.,
Bluetooth [7]) can also be easily taken into account. We
use current implementations of data consistency mecha-



nisms [28] and assume that the client maintains a cached
copy of data, which is reconciled periodically.

Since Bifrost is not a systems security-related project, we
build upon the implementation of authentication and access
control provided by the Windows operating system fam-
ily [24]. The COM/DCOM runtime itself allows the sys-
tem administrator to setup access control using standard
API methods and a system-provided administration util-
ity for COM servers (dcomenfg [24]) built upon the Win-
dows implementation of Kerberos [25]. The proposed Pro-
tected Extensible Authentication Protocol (PEAP) [26] pro-
vides a more scalable challenge/response mechanism for a
802.11 wireless LAN setup. Bifrost incorporates these fea-
tures into a session-based authentication mechanism. The
client is provided a unique session key each time they use
the facilities provided by Bifrost.

Prior research (e.g., the Odyssey [32] system) has as-
sumed that the application present on the device is capa-
ble of interpreting/executing the data that is accessed from
the server. This assumption is typically violated on a small
portable device, since it might not possess the necessary re-
sources to interpret the data, or indeed to even hold the en-
tire data set due to memory or disk limitations. We therefore
divide an application into a “docked application” consisting
of place-holders for application components to plug in as
appropriate. For example, a text editor might contain GUI
features entailing the use of a spell checker, image process-
ing tool, etc., but the binary components responsible for this
functionality might not be present on the device itself. Fig-
ure 1 presents a general overview of such a system. Client
devices that are registered with Bifrost servers can interact
with the servers when the user requests extended function-
ality. If the desired functionality is not locally available, mi-
gration decisions are made by Bifrost Service Agents to en-
sure best component placement.

In Bifrost, components may be “paged in” or “paged out”
due to changes in the execution environment. Such deci-
sions are based upon attributes such as device disk capac-
ity, available memory, processor speed, size of the compo-
nent to be migrated, and the associated data. Other param-
eters, such as power consumption, can be easily integrated
into our migration decision-making process.

2. Implementation

Bifrost is currently implemented on the Windows 2000
and Windows CE operating systems employing COM and
DCOM [22, 40] to support distributed interoperation. COM
(Component Object Model) and DCOM (Distributed COM)
define a language-independent binary interface standard
for packaging and distributing re-usable binaries, allow-
ing components to expose polymorphic interfaces usable
for interaction by client applications. The following sec-
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Figure 1. Overview of the system

tion briefly explains how we have utilized COM/DCOM
to provide the adaptive functionality [6]. We chose to use
COM/DCOM in our Windows implementation because of
the robustness of its implementation, ease of administration,
and well-documented APIs.

2.1. Leveraging COM and DCOM

COM objects may be configured in several ways. As a
DLL (dynamically link library), a COM object is referred
to as an In-Process server since the DLL is loaded into the
application’s address space when COM invocation occurs.
The advantage of in-proc servers is that bytes do not have to
be transferred across different address spaces during an in-
vocation, thus reducing overall latency. To increase scala-
bility and facilitate distribution, a COM server can also be
implemented as an Out-of-Process server, which is either
an executable or a service launched upon system startup.
These out-of-proc servers can be located on the same ma-
chine as applications, or at a remote server (in the case of
DCOM). The advantage of this method lies in location in-
dependence for the executing component.

The Bifrost system seeks to adaptively combine the best
of these two approaches by leveraging upon the DCOM in-
frastructure to create a “docked application template” as
shown in Figure 2. In this figure, the server exposes some
functionality for use by applications, but the executables
(shown as dotted rectangles), might not be present on the
client device. Instead, the empty “slots” mark place-holders
where the real components fit if they are migrated to the
device. We have configured each of these executables as a




COM component (server) that might be found on the client
device or may exist at a remote location. We choose to mi-
grate components between clients and servers as DLLs due
to the lower latency of local invocation. To further promote
re-use of components configured as DLLs, we employ sur-
rogate processes [40] on the Bifrost server side to allow re-
mote inter-operation.

Docked application template
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Figure 2. Docked application template

To guide the adaptive component decision-making pro-
cess, Bifrost must have knowledge of when applications in-
voke COM and DCOM components. The execution loca-
tion of the component is determined dynamically by the
Bifrost runtime system based on runtime profiles and sys-
tem characteristics, all of which are targeted toward pro-
viding the extended functionality that exists on full-fledged
desktop applications to their mobile application counter-
parts. Bifrost establishes another layer between the actual
component invocation call and the associated system call
to enable application adaptability. We have investigated two
different methods to provide this level of transparency to the
user. We provide API wrappers to common COM methods,
and we also implement function call re-direction for plat-
forms that support it.

2.1.1. Transparent Invocation A common technique for
tracking operating system calls is to place “hooks” into
the source code statically or dynamically [34] to re-direct
function calls of interest. The Detours [15] library, which
is based upon this idea, intercepts Win32 functions by
re-writing target function images. Using this library we
re-direct common COM/DCOM calls to our own code,
which then determines the best location from where the
COM interface pointer is to be obtained. Table 1 shows
the commonly-used methods that we re-direct. Similar re-
direction can be done for the entire COM API [22].

In Bifrost, re-direction is supplemented with additional
information (size of input data, calling process name, com-
ponent name, etc.) when the component is invoked. These
parameters help in the decision making process. If, for ex-
ample, an invocation to a local component fails due to the

| COM method I Functionality \
CoCreatel nstance() Invokes a local

COM component
CoCreatel nstanceEx() Provides remote

invocation capability

Colnitialize() Initializes COM library
CoUninitialize() Closes COM library
and frees resources

Table 1. Re-directed COM methods

component not being present on the device, these attributes
are used to decide whether (a) the component can execute
locally, and (b) whether the component should be migrated
to the local device.

The second approach toward providing transparency and
adaptability involves wrapping common DCOM calls and
providing the application writer a set of wrapper APIs (the
Bifrost Interface Management APIs) that are used to cre-
ate docked applications. We provide Bifrost wrapper func-
tions for the same re-directed calls listed in Table 1.

Currently, only applications running on the x86 architec-
ture can utilize the completely transparent function call re-
direction mechanisms offered by Bifrost. Other system ar-
chitectures (e.g., Windows CE) that do not support methods
similar to Virtual AllocEx() [34], which allow a process to
write into the virtual address space of another process (hav-
ing been granted specific permissions), must use the pro-
vided Bifrost Interface Management APIs. Extending the
support for re-direction is the subject of ongoing work.

3. Migration Phases

The Bifrost runtime system is responsible for determin-
ing the best execution site for a given component, taking
into account factors such as network characteristics, data
size, component size, and processing capabilities of the mo-
bile device and the server. We have divided the migration
decision process of the Bifrost runtime system into three de-
sign phases. The first phase represents the situation where a
particular component has not been accessed before by a par-
ticular client. The only information available is the size of
the component being requested and some characteristics of
the requesting device. No performance data is available as
yet, and therefore the decision to migrate a component is
based solely on device capability. The second phase takes
into account the performance differences of running a com-
ponent on the client vs. executing the component on the
server. The final phase incorporates network behavior and
determines input data thresholds on the client for which the
response time of executing the component is acceptable to
the user.



3.1. Migration Decision Phase 1
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Figure 3. Sequence of events for phase 1

Figure 3 shows a summary of the events that occur in
the first phase. The client calls the wrapper BFCreateln-
stance() (or the re-directed CoCreatel nstanceEx()), which
searches for a local component (in this case, a DLL). If this
component does not exist locally, the remote Bifrost surro-
gate process is invoked to access the required functionality.
Simultaneously, the FTP agent running on the client side
requests the component from the server, where it exists in
a component repository. Once the remote interface pointer
is returned via DCOM, the decision process is started. The
only decision that can be made at this point is to determine
whether the device is capable of holding the component and
the associated data, since no other execution information
has been gathered.

We have approximated the capability of a mobile device
using the following attributes: processor speed (P), amount
of disk space available on the device (D), and the amount
of available memory (M). To make an informed decision on
whether to migrate a component, two additional attributes
related to the application component are also helpful: com-
ponent size (C) and the associated data size (Da). In the cur-
rent implementation, the FTP agent uses a request descrip-
tor containing the processor speed, amount of available disk
space, and free memory to request the component function-
ality from the server. For future implementations we pro-
pose to expand this descriptor to include a unique iden-
tifier (generated using a time-stamp), the average proces-
sor utilization, the previous migration decision (for usage
patterns as discussed in Section 6), the power consumption
profile, and remaining battery power (building upon previ-
ous work [13, 41]). At low battery power, the tradeoff be-
tween the power requirements of the network necessary to
run the component remotely and the processor power drain
to run a resource-intensive algorithm locally is not immedi-
ately clear.

We have found processor speed to be a good heuristic
for determining the device characteristics we are interested
in. If a device has a slower processor, we do not expect it

to have a large memory or disk configuration. However, no
clear relationship exists between the above mentioned at-
tributes to make a more informed decision. The best ap-
proach is to create a set of rules that are traversed to find
the best match given a set of input values. For scalability,
the resulting rule base should not experience an exponen-
tial increase in size due to addition of new attributes. At the
same time, it can be agreed that some attributes would play
a stronger role toward the final migration decision. Finally,
there is a degree of uncertainty within this system since fac-
tors such as network degradation or processor utilization
cannot be determined a priori.

Taking these considerations into account, the problem
can be categorized within the class of decision-making
problems under uncertainty. Such problems can be solved
using a learning/feedback algorithm (which require a train-
ing phase), or by exploiting the conditional dependence re-
lations between the attributes and creating joint probabil-
ity distributions. The caveat is that these distributions might
also become intractably large as the number of variables
grows. In order to reduce the size of the rule-base and still
utilize the probabilistic approach, the input values can be di-
vided into categories based upon which the rule-base can be
created. The fuzzy set theory [8] is based on this principle.

After several small experiments, we chose a subset of the
fuzzy set theory, and, in particular, we utilized the mecha-
nisms to categorize discrete input values. There are clear ad-
vantages to using fuzzy techniques for such a system [6, 10].
Since the resulting rule-base is independent of discrete in-
put values, the system designer can accommodate faster and
more capable devices without having to change the rule
base, a significant advantage. The output values from the
fuzzy rule system are: “Strong do not migrate”, “Unde-
cided”, or “Strong migrate”, where relative execution times
and network latencies help resolve the “Undecided” out-
put. If the fuzzy engine returns “Do not migrate” as the
migration decision for a component due to a large, associ-
ated auxiliary data set, we can accommodate cases where a
smaller data set might provide a fairly respectable function-
ality. For example, a spell-checking tool may be shipped
with a smaller dictionary of commonly used words.

3.2. Migration Decision Phase 2

The second phase of migration decision making extracts
the performance information from the client device and uses
this to decide whether remote or local execution will lower
the user response time. During the first invocation (first
phase), the interface pointer being used is accessed remotely
(if a local component does not exist). The next invocation
would yield a local pointer if the component has been mi-
grated to the client device based upon the decision made in
the previous phase. However, this may prove to be less effi-



cient than the remote execution because of significant pro-
cessor resources consumed, and therefore increase the over-
all response time. To obtain this information we create a
runtime profile of the execution of the component on the
client machine.

3.2.1. Runtime Profiles Profile information from an ap-
plication can be obtained statically or dynamically. Static
techniques employ a source profiler, such as the PREP
tool [27] in Windows. Beyond the obvious problems asso-
ciated with the recompilation of the source code, this tech-
nique increases the size of the resulting binary even though
profiling may not always be needed. The dynamic profil-
ing approach employs hardware counters for tracking sys-
tem resource usage. The Windows system library used for
this purpose is pdh.lib, which provides APl methods that
are used to access raw CPU hardware performance coun-
ters and can be used to measure per process and per thread
processor utilization. We employ a counter thread, which is
part of the Bifrost Performance Agent, that wakes up peri-
odically to collect these counter values.

Profiling is initiated in Bifrost when a component is mi-
grated, runs for the first time, and subsequently exits. The
post-execution analysis looks at the CPU time consumed by
the component process, the overall process execution time,
and the input data size. The goal is to improve the response
time of the application as seen by the user, which is a rela-
tive measure that depends on how long the user is willing to
wait for results to be obtained. Because of this, we also al-
low user-motivated statistics collection if the CPU utiliza-
tion was high enough to impact the user’s ability to interact
with the device. For example, the user can stop the local ex-
ecution of a slow image processing component and revert
to remote execution of the component. The Bifrost Perfor-
mance agent collects all such instances of user-motivated
statistics or times when the process-related CPU utiliza-
tion went above a certain threshold value. This information
is sent to the Bifrost server process, where these statistics
are compared with server-side statistics to gauge the rela-
tive performance. The next phase of component migration
combines this data with current network quality to deter-
mine the best component location.

3.3. Migration Decision Phase 3

We now describe the final phase of the component migra-
tion decision, which involves setting up input data thresh-
olds on the client device. These thresholds are subsequently
used to quickly pick either a local or remote invocation of
the desired functionality.

3.3.1. Callecting More Information During this phase,
the Bifrost Server Agent extracts more information regard-
ing the component execution on the client device. The appli-

cation component is executed on the server, and similar pro-
file information about CPU utilization and execution time
is gathered for the particular data set. This information is
then used to set up a threshold for the input data that can
be safely run on the mobile client without degrading perfor-
mance. The data is communicated to the performance mon-
itoring agent on the client, which writes it to the system reg-
istry. At this point we have set up a sliding window for size
of the input data. When a smaller size is encountered, the
application can safely use the local interface pointer. If a
higher value is encountered, the profile information is gen-
erated again to determine the next data-set threshold. This
process can be optimized by carrying out a threshold cal-
culation during the application setup phase to reduce first-
time invocation latencies. Threshold recalculation can also
be motivated by the user, since we provide a mechanism for
the user to manually stop the execution of a component if
the response time becomes unreasonable. The Bifrost Per-
formance Monitoring agent recalculates and re-sends pro-
file information to the Bifrost Server. Simultaneously, the
functionality is provided by the remote surrogate process.

This phase of component migration also takes into ac-
count the case of poor network quality. In this case, it might
happen that: teient < tserver + tnetwork, Where t repre-
sents the time of component execution for a given data set.
Thus, we need a reasonable estimate of how the network be-
haves, as explained in the next section.

3.3.2. Approximating Network Delay A number of tools
can be used for approximating data transfer delay across the
network (e.g., ping [29] and tcpdump [16]). In this study, we
have followed an implementation similar to the trace-based
routing methodology as suggested by Noble et. al. [31] to
modify the ping utility to incorporate bottleneck delays.
In the Bifrost implementation, we further smooth the de-
lay values by incorporating a history of the observed behav-
ior, and also take into account the overall quality of the net-
work [32]. The delay then becomes: d = ad,, +(1—«)d,,—1
where d,, is the delay as measured at time ¢,, (or the cur-
rent network snapshot), and d,,_; is the value of the previ-
ously measured delay. Different values of « were used to
find a suitable range. We currently use o = 0.9, thus placing
more emphasis on recent information. A small lookup ta-
ble for recently observed d,,_; values allows faster compu-
tation. This delay value allows us to compare client side vs.
server side execution times. As of now we do not take into
account possible pipelining of data across the network. Fig-
ure 4 summarizes the situation: When BFCreatel nstance()
is called or a COM call is re-directed, the registry is checked
for an input data threshold value. If the input value is less
than the threshold, then the local component is invoked.
If no threshold exists, then either this is the first phase or
the component was never migrated. If a local component is
found, and there is no threshold, the performance agent is



invoked on the client. Finally, if there is no local compo-
nent, then a remote pointer is obtained.

1.BFCreatelnstance()/
function call re-direction

local
component
exists?

registry
threshold?

local
component
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Remote Local
invocation invocation

Local
invocation,
start profiling

Figure 4. Migration decision flowchart

Although Bifrost is primarily designed to function in an
“always connected” environment, disconnections may oc-
cur after a remote invocation resulting in significant delay.
Bifrost addresses disconnection by leveraging upon compo-
nent affinities. Component affinity is a scalar value that rep-
resents the extent to which a user or application invokes a
particular component. In case of disconnection, components
with high affinity that can run on the client device will al-
ready have been migrated to the local device. For compo-
nents that have high affinity but can only run remotely, we
propose to have lightweight components (if applicable) in-
stalled on the client device to be used only during discon-
nected state. An example of a lightweight component is an
image processing tool that only supports gray scale image
rendering as compared to a 24-bit color processing counter-
part. If a lightweight component does not exist, then results
of the remote computation might be lost during disconnec-
tion, resulting in re-computation upon subsequent recon-
nection. The Microsoft Transaction Service, as part of the
COM+ services, provides a facility to set up event queues
that decouple the client from the server and hold remote in-
vocation events for each client. This allows results to be re-
sent instead of recomputed in case of disconnection for most
cases.

4, Results

In this section we present the performance benefits pro-
vided by the Bifrost component migration system, show-
ing latencies for both local and remote invocations of a
migrated component. The client devices used for these re-
sults were Sony Vaio (Pentium 11, 233 MHz) laptops with
64 MB RAM utilizing an 802.11b-compliant wireless Eth-
ernet NIC. The available disk space on the client machine

was simulated as 100 MB for the purposes of component
storage. The Bifrost server was a 700 MHz dual Pentium I11
Dell PowerEdge with 1 GB of RAM and a Fast Ethernet In-
terface.

4.1. Sample Application

We illustrate Bifrost component dispatching using a sim-
ple spell checker (developed locally) and an image process-
ing (IMG) component [37]. These applications were cho-
sen to illustrate particular features of Bifrost. For instance, a
spell checker may be accompanied by a dictionary, which if
of considerable size would play a significant role in the mi-
gration decision process. The IMG component on the other
hand may not have a data set size problem, but it may con-
sume significant processor resources on a smaller hand-held
device. By evaluating the overhead of both server and client
devices, Bifrost can dynamically determine the best execu-
tion site for these components.

4.2. System Response

This section presents a summary of the system response
time when utilizing the facilities provided by the Bifrost li-
brary. We first present the overall performance benefit of be-
ing able to migrate a component rather than just having stat-
ically allocated remote components. This is followed by an
evaluation of the impact of redirecting or wrapping compo-
nent creation calls. Finally, we demonstrate a scenario that
combines all these results to present the advantage of hav-
ing an adaptive decision making system. We also take into
account a loaded network, a loaded server, and a combina-
tion of both in our evaluation.

4.2.1. Overall System Response In this section, we
present results for overall system response time. The sam-
ple application used here is the IMG component, which
provides various image manipulation routines. For this ex-
ample, the size of the input image file is 20 KB, and the
time taken to execute the chosen image processing algo-
rithm is 8.630 seconds on the server and 9.143 seconds
on the client. In the case of a remote execution, we as-
sume that the file is sent to the server and then the pro-
cessed file is returned to the client (shown as network de-
lay in this study). This is a worst-case situation, since
with the help of a replication mechanism the amount of
data to be reconciled between the client and server is sig-
nificantly smaller. For this example, we consider various
network loads, but assume that the server is not heav-
ily loaded.

Figure 5 shows the overall benefit of using the Bifrost
adaptive support when the image processing component
runs on the local device as compared to running it remotely.
The figure shows benefits of adaptation when the network



quality degrades due heavy network load. Note that “Bifrost
Subsequent Calls” implies that the image processing win-
dow is still active, with the user invoking multiple image
manipulation sessions.
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Figure 5. Overall system response

The first set of bars in Figure 5 represent the overall exe-
cution time when the network delay to transfer a 20 KB file
is 0.678 sec. The network delay values used here have been
empirically determined using the ideas presented in [3], in
which the authors analyze file transfer latencies over a va-
riety of client-server configurations. We have used values
from four different configurations. The time taken to ex-
ecute the component remotely with no Bifrost support is
10.1 seconds (labeled as “DCOM™). When Bifrost support
is enabled, first-time initialization latencies cause a slight
increase in the remote access time. However, after this in-
vocation, the component has been migrated to the device
(due to the Bifrost migration decision), and subsequent in-
vocations are local. Overall local response time is 9.2 sec.
Thus the overall improvement in running the component lo-
cally (due to adaptive support) when file transfer delay is
0.678 seconds is about 9%. In the final set of bars with file
transfer delay of 2.127 sec, the improvement in response
time over running the component locally (9.2 sec) vs. re-
motely (13 sec with no Bifrost support) is 29.2%.

4.2.2. Overhead For Local Invocation We now present
an evaluation of the latency overhead due to the Bifrost li-
brary. The sample application used for this example is the
spell checking component. To evaluate the effects of the
wrapper APIs and function call re-direction, Figure 6(a)
outlines the latency overhead during a local component in-
vocation with Bifrost support (including system registry
lookup) as compared to a normal invocation for the spell
checker component. The first set of bars represent the mea-
sured time with no performance monitoring.

As indicated, a COM call to invoke a local component
(DLL existing on the client machine) with no Bifrost sup-
port is around 10 ms on the client machine. There is of
course no adaptive functionality enabled for such a call.
When the Bifrost APl methods are used (27 and 4" set
of bars above), there is an initial overhead of 64 ms (due to
initialization of the Bifrost library and associated data struc-
tures) that decreases to 12 ms for subsequent calls to the
same component. In the case of function re-direction (37¢
and 5" set of bars), the initial latency is due to initializ-
ing the Detours library. Note that subsequent overhead for
function re-direction is slightly less than the wrapper meth-
ods.
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Figure 6. System Response

The next set of bars in Figure 6(a) demonstrate the ef-
fect of performance monitoring. There is an increase in



first-time invocation latency to set up the performance coun-
ters (66 ms). Subsequent invocation times remain the same.
With performance monitoring, the exit time of the applica-
tion (e.g., the time taken for the component window to exit
after the user presses “close”) is also increased (6 ms) since
the statistic collection process needs to be stopped and re-
sults sent to the remote machine. This increase in exit time
is not shown in Figure 6(a). This analysis does not take
into account the execution time of the component (usually
in seconds). Hence, the 10% - 20% (11 ms - 12 ms) over-
head of the Bifrost library over normal COM (10 ms) call
will likely become insignificant when execution time is fac-
tored in.

4.2.3. Overhead For Remote Invocation Figure 6(b)
shows the latency overheads when the component being ac-
cessed is initially found on a remote server instead of the
local machine. We cache the remote pointers locally to min-
imize the time taken to obtain the remote pointers and to
reduce the network traffic on subsequent accesses to the in-
terface pointers. In the internal implementation of DCOM,
the runtime also caches remote pointers, but these are re-
moved when the reference count of the COM object reaches
zero. This results in higher latencies if the remote com-
ponent is referenced later after the cached pointer has
been deleted. We maintain these remote cached point-
ers until space limitations force their removal using an
LRU replacement strategy. The fuzzy engine invoca-
tion time was observed to be 0.12 ms.

The first set of bars (“no pointer caching”) in Figure 6(b)
represents the case in which the Bifrost system does not
cache remote pointers. For a remote COM call or a DCOM
call with no Bifrost support, the pointer retrieval time is
dominated by the access time to the remote machine. When
API wrapper methods or function re-direction is used via
Bifrost, the initialization overhead is 6 ms - 8 ms. The last
three bars for the “no pointer caching” case represent the
aver age latency for subsequent remote accesses, and there-
fore take into account the case when the pointers have been
removed from the DCOM runtime cache. While the fourth
bar from the left (subsequent COM calls no Bifrost sup-
port) represents DCOM calls using pointers cached by the
runtime, the last two bars are response times for subsequent
calls with the Bifrost API leveraged upon the DCOM run-
time caching.

The next set of bars indicate the improvements when we
introduce remote pointer caching within the Bifrost system
to augment the caching facilities used by the DCOM run-
time. While the initialization latencies are the same, sub-
sequent remote access latencies using the Bifrost library
are reduced by about 77%. The response time for obtain-
ing a remote pointer is reduced to about 14 ms using the
Bifrost API, resulting in nearly identical access time to that
of fetching a local pointer.

4.2.4. Determining the Best Execution Location Here
we present an example that details the decision process
in determining the best IMG component execution site.
This example differs from the ones previously discussed in
that the remotely-located component, although initially mi-
grated to the local machine (since it fits on the device), may
in fact have worse local response time. We use a different
image processing algorithm that places more stress on the
CPU. The migration decision takes into account the exe-
cution time of the IMG component both on the local ma-
chine and the remote machine. The input data file size in
this case was again chosen to be 20 KB, and we have used
network delay values collected by running the client within
a wired network as well as a high latency wireless network.
Initially we assume that the Bifrost server is located close to
the client device on a wired LAN. For this example we also
stress the server by running code to create artificial load on
it. This is done to emulate the situation where many Bifrost
users might be using the component services.

Figure 7(a) shows the decision-making process to deter-
mine the best execution location for the component based
on response time seen by the user. The following points ex-
plain how the value for each bar in the figure is determined.

1. Remote Execution. In this case, the component is not
present locally and remote execution is initiated with
Bifrost support. Network delay to transfer 20 KB data
is 0.625 sec, and the time taken to obtain the remote
interface pointer is 102 ms. The execution time on the
loaded server is 18.5 sec, giving an overall response
time of 19.2 sec. The fuzzy decision engine is invoked
on the server with the initial migration decision fac-
tor being component size< available space. Hence, the
component is migrated to the client device.

2. Local Execution 1. In this case, a subsequent access to
the IMG component is local and the execution time for
the component is 50.98 sec. The time taken to fetch lo-
cal pointer is 17 ms (since profiling is initiated), giving
an overall response time of 51 sec. The generated pro-
files are sent to the server for analysis and the fuzzy de-
cision engine combines the new data determining the
best execution location for the IMG component as re-
mote. The threshold value for input data size as set by
the server for the client is 10 KB. We have followed
the common practice in the design of sliding window
network protocols [39] whereby the windows size is
halved when the network quality becomes poor. The
size is then doubled on subsequent improvement.

3. Local Execution 2. Here we present the situation where
the user moves to a wireless network, away from the
Bifrost server. The network delay to transfer 20 KB of
data was measured to be 112.5 sec. The network agent
running on the client detects this change (using the net-
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work delay model), and since a local component exists,
the Bifrost Interface Manager chooses to use it. Profil-
ing is not needed, and the response time is 50.98 sec.
The threshold is set back to 20 KB.

4. Average response time. The average response time for
these three accesses is computed as 40.4 sec.

Figure 7(b) shows the same sequence of accesses and the
response time if no Bifrost support was present. To begin
with, the execution is remote and the response time (with-
out Bifrost library overhead) is 19.2 sec. Since the com-
ponent is not migrated to the client, the next invocation
(shown as “Remote Execution 2”) also has a response time
of 19.2 sec. However, when the user moves to a different
location and the network delay increases, the response time
degrades to 131.1 sec, with a 112.5 seconds delay for mov-

ing data. The average response time with no Bifrost sup-
port is thus 56.5 sec. Thus the improvement in the average
response time is about 29% with the Bifrost adaptive sup-
port in this scenario. Note that this improvement is calcu-
lated when the user invokes the component locally (during
high network latency) only once. Subsequent local invoca-
tions under these conditions would further improve the av-
erage response time as compared to running the component
remotely.

5. Related Work

The Bifrost Interface Management API is the first sys-
tem to build upon an existing distributed systems technol-
ogy with the intent of incorporating an adaptive decision
capability to evaluate the best execution site of application
components. Adaptive component migration has been ex-
plored in the design of Spectra [11], and has principles simi-
lar to the work done for Bifrost (adaptive functionality, deci-
sion engine, etc.). However Bifrost differs in the metrics that
are used to evaluate the best execution site, and in the gener-
ality of the approach taken by Bifrost. As compared to Spec-
tra, we provide options of a more general purpose API, or
the ability to instrument methods using Detours [15], which
can be integrated with any application designed for a plat-
form supporting DCOM. Spectra builds upon existing sup-
port provided by Odyssey [32], which uses the notion of
“data fidelity” to tune applications while using a gradient
descent decision-making mechanism.

Remote execution has been widely researched at lower
levels of granularity such as thread migration [35], however,
here we comment only on work closely related to the work
done for Bifrost. Fuzzy logic techniques to improve per-
formance of operating system services have been discussed
in [18]. In this paper, the authors apply fuzzy logic tech-
niques to extend the file system semantics.

The problem of designing an adaptive system such as
that found in Bifrost can be approached in several differ-
ent ways [5]. Distributed systems technologies such as
CORBA [33] and DCOM [22], which serves as the un-
derlying system on which we have built Bifrost, only
provide transparent object invocation across different plat-
forms. The Coign ADP system [14], built on COM, stati-
cally evaluates good component distribution. Toolkits such
as Rover [17] have been developed to facilitate adaptive be-
havior. Although Bifrost does not provide such a toolkit,
the Bifrost libraries can be used with a system such as
Coign by making runtime decisions on the execution lo-
cation of partitioned components. Some adaptive systems
use Quality of Service (QoS) as the underlying met-
ric without leveraging on explicit OS support [4, 21, 30].
Although we do not research means to improve QoS guar-
antees, the decision making mechanism is aware of the



quality of the network in which the client device oper-
ates.

Adaptability can also be implemented by providing pro-
gramming language changes to emphasize the development
of middleware constructs to support code and data mobil-
ity [1, 12, 38, 42]. There are no new programming language
constructs developed for Bifrost. We either wrap compo-
nent creation calls or use runtime instrumentation to return
the appropriate interface pointer to the application. Finally,
some adaptive applications classified as “Reflective Middle-
ware” include the ability to inspect and analyze their be-
havior based upon a causally-connected self representation
(CCSR) [9]. The HADAS [36] system is one such exam-
ple, providing an infrastructure for object interconnectivity,
security, and persistence. Currently Bifrost does not use re-
flection as a means to adapt the application due to lack of
explicit support in the currently used code-base. The .NET
environment [23] recently available from Microsoft can al-
low some reflective capability to exist. We will investigate
these capabilities as the area matures.

6. Conclusions and Future Work

The Bifrost adaptive component management system
seeks to reduce the latency of component invocations for
distributed applications. While using a distributed systems
technology (DCOM) for underlying support, Bifrost also
utilizes operating system services for creating a profile to
guide component placement for improved performance.

We have presented the Bifrost framework for adaptively
migrating components based on multiple performance pa-
rameters. By taking into account aspects of the client and
server architecture (e.g., the processor speeds, available
RAM, and disk space), the network latency separating the
client and the associated Bifrost server, and the data size in-
volved in the component’s functionality, the Bifrost Com-
ponent Migration facility is able to efficiently make deci-
sions regarding the best placement for a given component.
The Bifrost decision-making mechanisms applied on appli-
cation templates have shown real performance results show-
ing reduction in response time for the user of up to 29%.

With the basic adaptive framework having been estab-
lished, we are now looking at further extending the system
to commercial applications with exposed COM or DCOM
interfaces (e.g., Microsoft Word or PowerPoint), as well as
porting our system to the Windows CE environment.

We are also working on integrating affinity values of ap-
plication components to devices, and are developing various
affinity representation models based on data access patterns
through custom file tracing and URL logging tools. We use
affinity to decide when and where to automatically move
data (files). As a user moves, affinity is used to move the
user’s data to reduce access latency. Subsequent accesses,

and the locations from which these accesses take place,
change affinity relationships between data, users, and loca-
tions. Affinity values are built up when files are accessed,
while affinities are aged until the next access. Similar work
with the intent of bringing recently used data close to the
user has been implemented in systems such as SEER [19] to
hoard data. A file may only be accessed while the user is at
one location and therefore only would be hoarded when the
user is currently at that location. Unlike our affinity-based
approach, such systems do not handle data that is location-
dependent. Affinities can also be used to represent compo-
nent access patterns and component usage history, which
enables us to introduce a component pre-fetch mechanism
to further improve the response time for the user.
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